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1 Introduction

1.1 Purpose

This document explains validated image programming (VIP) and introduces the process
of VIP.

1.2 Conventions

Function declarations, function names, type declarations, attributes, and code samples
appear in a different font, for example, #include.

Code variables appear in angle brackets, for example, <number>.
Commands to be entered appear in a different font, for example, copy a:*.* b:.
Button and key names appear in bold font, for example, click Save or press Enter.

Shading indicates content that has been added or changed in this revision of the
document.

1.3 Technical assistance

For assistance or clarification on information in this document, submit a case to
Qualcomm Technologies, Inc. (QTI) at https://createpoint.qti.qualcomm.com/.

If you do not have access to the CDMATech Support website, register for access or
send email to support.cdmatech@qti.qualcomm.com.
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2 Background

When secure boot is enabled, the primary boot loader (PBL) loads the secondary boot
loader (SBL) when the SBL is digitally signed and the signature passes. Likewise, the
SBL executes the next stage of boot when that code is digitally signed and its signature
passes. This process continues with each stage checking the signature of the next and if
any of those signatures along the boot chain do not pass, the phone abruptly halts. As
such, the phone is secure, since it only executes the signed codes.

VIP controls which packets are allowed to be issued to the target. This funcionality, not
only allows you to control which files are programmed, but also allows the customers to
designate which commands are allowed or not to be executed on the target. For more
details, refer to Firehose Protocol v2.0 Definition Document (80-NG319-1).

When the fuse of chip is blown, security boot automatically enables after the device
boots up. The image must be signed before the download. Otherwise, the device is
bricked. The following documents introduce how to sign image files. Contact the security
team at CDMATech Support if necessary.

m Sectools: Seclmage Tool User Guide (80-NM248-1)
m  Sectools: FuseBlower User Guide (80-NM248-3)
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3 Download VIP using commandline tool

This section describes the process to download VIP with commandline tool.

3.1 Prerequisites

1. Fh_loader.exe and QSaharaServer.exe from the Qualcomm product suppot tool
(QPST) package (available in C:\Program Files (x86)\Qualcomm\QPST\bin). Use
QPST version 2.7.471.0 or later. QPST installation package is available at
CreatePoint.

Images signed using the Sectools.
Device in 9008 (in EDL mode).

3.1.1 Create a folder

Create a folder with all the signed images for secure boot. Regenerate non-HLOS.bin
with the signed pil split binaries and copy to this folder.

For example: C:\Projects\8909\images
Mandatory images: sbl1, TZ, rpm, appsbl, NON-HLOS.bin

note: All the split binaries of mba, modem, pil images, TZ apps and so on are merged into a
non-HLOS.bin. Once all these images are signed, replace the signed split binaries in the
respective Meta build path and regenerate the non-HLOS.bin. This should be used for
generating the digests. For more details on how to generate non-HLOS.bin, please refer
the release notes of corresponding chipset

note: If FLAT build is generated, copy the signed images and regenerated non-HLOS.bin into
the FLAT build folder

3.1.2 Create a table of digests

1. Perform the dry run to create the table of digests using the following command.

fh loader.exe --erase=0 --port=\\.\COM12 --contentsxml=\\diwali\NSID-
HYD-01\MSM8909.LA.3.0.1-00019-STD.PROD-1\contents.xml --noreset --
showpercentagecomplete --createdigests --

search path=C:\Projects\8909\images\

o --port: The port on which the device is connected
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o --contents.xml: Path to the contents.xml

o --search_path: The path in which signed images are copied. Signed images are
taken from this path for programming. For other images, (such as boot.img,
system.img) path from contents.xml is used.

2. For FLAT build, use the following command.

fh loader.exe --erase=0 --port=\\.\COM12 --
sendxml=rawprogram unsparse.xml,patchO.xml --noreset --
showpercentagecomplete --createdigests --

search path=C:\Users\VIP testing\Flat build\eMMC\
--search path: Path of the FLAT builds
C:\P Qualcomm\QPST\bin>fh_lo

3. The output is shown in the following figure, which creates three files at the same path
with fh_loader.

o DigestsToSign.bin.mbn, this file must be digitally signed.
o ChainedTableOfDigests.bin
o DIGEST_TABLE.bin
The digests table is created successfully and is shown in Figure 3-1.

B Administrator: Command Prompt O

Figure 3-1 Create digest table

3.1.3 Digitally sign the digests and the VIP device programmer

Sign the below two files using same certificates, keys and Secure boot method used for
signing the other component images and put them to the images folder. Also copy the
ChainedTableOfDigests.bin to the same folder

80-P9116-1 C Confidential and Proprietary — Qualcomm Technologies, Inc. 8
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1. VALIDATED_emmc_firehose_8xxx.mbn or
prog_emmc_ufs_firehose SdmXXX_ddr.elf

2. DigestsToSign.bin.mbn (use -g vip in signing command)

3.1.4 Load device programmer into the device

Send over the signed validated Firehose programmer via Sahara protocol to the device,
which is in the EDL mode as follows, and is shown in Figure 3-2.

QSaharaServer.exe -p \\.\COM12 -s 13:validated emmc firehose 8909 ddr.mbn -
b C:\Projects\8909\images\

ram Files (x86)\Qualcomm' bin haraServer.exe -p \\.\COM12 -s 13:validated emmc_fireh

9 ddr.mbn -b C:\Projects

Figure 3-2 Load device programmer

The process to transfer the device programmer takes less than one second, and a
successfully transferred device programmer is shown in Figure 3-3.

Administrator: Command Prompt - O X

dsp3.mbn
acdb.mbn
idt .mbn
: mba.mbn
validated_emmc_firehose_ ddr.mbn

5: Requested ID 13, file: "C:\Projects) images\validated_emmc_firehose_8 ddr.mbn"

o

8 bytes transferred in 0.141 seconds (1.8885MBps)

5: File transferred successfully

NOTE: Target requested image 13 which is DeviceProgrammer. Forcing QUIT. This is by design, ** All
is well ** SU

: Sahara protocol completed

ogram Files ( Qualcomm \bin3

Figure 3-3 Transfer device program

3.1.5 Load signed digests and signed images to the device

Send over the DigestsToSign.bin.mbn signed image files and
ChainedTableOfDigests.bin files via Firehose protocol, using the same command as dry
run, and replace --createdigest with the signed files and chained hash as follows (
Figure 3-4):

fh loader.exe --erase=0 --port=\\.\COM12 --contentsxml=\\diwali\NSID-HYD-
01\MSM8909.LA.3.0.1-00019-STD.PROD-1\contents.xml --noreset --
showpercentagecomplete --
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signeddigests=C:\Projects\8909\images\DigestsToSign.bin.mbn —--
chaineddigests=C:\Projects\8909\images\ChainedTableOfDigests.bin --
search path=C:\Projects\8909\images\

\QPST\bin>th_loader.exe
TD.PRO
igestsToSi

\imag ainedTableOfDigests.bin --search_path=C

Figure 3-4 Send signed files with digest table

For FLAT build, use the following command:

fh_loader.exe --erase=0 --port=\\\COM12 --
sendxml=rawprogram_unsparse.xml,patchO.xml --noreset --showpercentagecomplete --
signeddigests=C:\Users\Flat_build\eMMC\DigestsToSign.bin.mbn --
chaineddigests=C:\Users\Flat_build\eMMC\ChainedTableOfDigests.bin --
search_path=C:\Users \Flat_build\e MMC\

The signature is passed for digest binary as shown in Figure 3-5.

hin.mbn'
DigestsToSign.bin.mbn"

18:51:57: IN S ing C 202, 54 hashes to go before a new
table

18:51:57: 1IN Calling

18:51:57: INFO:

18:51:57: INFO:

18:51: :

18:51

INFO:
INFO:
INFO:

o . T I =

Figure 3-5 Signature passed for digest binary
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The VIP programming is performed successfully as shown in Figure 3-6.

Overall to target 199.250 conds (6.31 MBps)
‘percent files t :

Writing log to "C:\Program Files (x86)\Qualcomm\QP5T\bin\port trace.txt’, might take a minute

C:\Program Files (x Qualcomm\QPST\bin\port_trace.txt’

\Program Files (x86)\Oualcomm\OPST\bin>
Figure 3-6 VIP programming successful
The VIP controls which packets are allowed to be issued to the target. So it needs to

create digests before VIP download. The digest value generated by the dry run must
match with the one calculated during VIP download. The VIP needs to:

» Recreate the digest if the configuration is changed, or if the image file is modified.
= Use the singed validated (VIP enabled) Firehose programmer to download VIP.
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4 Download VIP using factory tool

There are two xtt files used for VIP download. The DryRun xtt file is used to create the
digest table. The Download xtt file is used to download signed images to the devices as
shown in Figure 4-1.

Mame
MSMES3T_eMMC_VIP_DryRun_LAxtt
MSPABA3T_eMMC_VIP Download _LAodt

Figure 4-1 VIP download xtt files

4.1.1 Perform dry run

Perform the dry run using the DryRun xtt file to create the table of digests. The image
files must be signed before the dry run.

1. Set up image path in the GlobalVariableView.

GlobalVariableView RS2

[_ Update ][-i- Add ],a:“ Remove
Name Value
AUTOMATION_SERVER_PQ...

BDADDR

4 I E Y@ e S N S o o C '\ Projects' 833 7\mages\MSME337 LA 1.0-00264.05-FLAT-0303

COMBINED_SUITE_LOG
COMPORT_AFTER_POWER...
COMPORT_AT_START

2. Run the xtt file to create the following files:
o DigestsToSign.bin.mbn (needs to be signed digitally)
o ChainedTableOfDigests.bin

Tree Test View | Ga/MoGo | QTuner | Tester Configuration |
4 :ﬂ] .@MSHBBE!?_EMMC_WP_DI}"R““_ i

“ ¥ Q) . ©StartUp
/) FHLoader Initialize
()  FHLoader_Configuration
&) | FHLoader_EnableDryRun
/) FHLoader_DownloadFlatBuild

The callback log for dry run is shown in Figure 4-2.

80-P9116-1 C Confidential and Proprietary — Qualcomm Technologies, Inc. 12
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5.":_ Debug Windows

Options -
20:04:05: INFO: |_J/_| |1 e
2000405 INFO: - _ (done)
20:04:05: INFO: ]
20:04-05: INFO: _ || __

20:04:05: INFO: f " f N '\ A

20:04:05: INFO: | ([ () [11] —f

20:04:05: INFO: \__._|\___ |||\
20:04:05: INFO: {All Finished Successfully}

20:04:05: INFO: Overall to target 130.214 seconds (21.72 MBps)
20:04:05: INFO: {percentfiles transferred 100.00%}
100.00

Writing log to 'C\Qualcomm\QSPR\Tracelogs\SWDL\COMPORT _0\port_trace.tt', might take a minute

Logis 'CAQualcomm\QSPR\Tracelogs\SWDL\COMPORT_0\port_trace bd'

| HTML window | TPL3 Tabs | Debug | Log | Errorl Temp| CallBack |

Figure 4-2 Callback log for dry run

The digests files are created at c: \Qualcomm\QSPR\TraceLogs\SWDL\COMPORT 0, @S
shown in Figure 4-3.

I\ Qualcomm\ QSPR) TraceLogs\SWDL\COMPORT 0

Y >
- Include in library « Share with = Mew folder
tec Mame
ktop || ChainedTableOfDigests.bin
vnloads || cenfig_emmec.xml
ent Places | | DIGEST_TABELE.bin

:Drive for Busine | | DigestsToSign.bin.mbn

Drive | port_tracetxdt

Figure 4-3 Created digests table

4.1.2 Digitally sign two files

Digitally sign the two files using the same method as SecureBoot, and add them to the
image folder:

s VALIDATED emmc firchose 8xxx.mbn (device programmer with VIP)
»  DigestsToSign.bin.mbn
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4.1.3 Send over signed image and digest table

Send over the DigestsToSign.bin.mbn signed image files, and the ChainedTableOfDigests.bin
via Download xtt files.

1. Force the device to emergency download (EDL) mode
2. Set up the image path and com port number in GlobalVariableView.
GlobalVariableView |
[_, Update ] l-g- Add % Remove
MName Walue
AUTOMATION_SERVER_PORT_NU...
BDADDR
4 BINARY_IMAGE_FOLDER_PATH C:M\Projects\B937\mages \MSMBE537.LA.1.0-00264 05-FLAT-0303
COMBINED_SUITE_LOG
COMPORT_AFTER_POWERCYCLE
COMPORT_AT_START 25
3. Ensure that the configuration setup is the same as the configuration in dry run.
QSaharaServer_DownloadArmPrg
FHLoader_|nitialize Input Parameters
FHLoader_Configuration| Parameter Name Value
FHLoader_EnableVIP validationMods [0 No_Validation
FHLoader_DownloadFlatBuild memoryMame EMMC
{ targetMame 8937
Ll specifiedMaxPayloadSizelnBytes [False
| maxPayloadSizeToTargetinBytes | 49152
11 ackRawDataEveryNumPacketsAlin| False
packethumber 100
always\alidateAttr [False
skipritefttr [False
useVerbosedttr [Falze
4. Run Download xtt.
80-P9116-1 C Confidential and Proprietary — Qualcomm Technologies, Inc. 14
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If the hash value of any packet is different from the value in the digest table, VIP fails as
shown in Figure 4-4.

LI T

o QSaharaServer_DownloadAr 20:2956: INFO: | __ (1) [

v FHLoader_Initialize 20:2986: INFO: \'—_ _ ___ _ Jl__ ___
7 FHLoader_Configuration 20:2956: INFO: "=\ |/ " |'_\/ | I 11—\

7 FHLoader_EnableVIP 20:2956: INFO: A S/ —f

7 FHLoader_DownloadFlatBuil 20:29:56: INFO: | | ]

20:29:56: INFO: _f]
20:29:56: INFO: l—Jf

20:29:56: INFO:

20:29:56: INFO: |___\ [
20:29.56: INFO: || /____
20:2956: INFO: | _f f_f_JI_V_]
20:29:56: INFO: |1 (' \ /(]
20:2956:INFO: W |/ A ]

20:29:56: INFO: Sending <configure>

20:29:56: INFO: TARGET SAID: 'ERROR: Hash value mismatch.
Rejecting this packet.’

20:29:56: INFO: TARGET SAID: 'Expected:
02DB34F592CD91ES710F7597C8F 725F915CB5D774EE126BED 77
DFFAE718A370C!

20:29:56: INFO: TARGET SAID: 'Found instead:
BED3C852C55A6D2771FD07AF2221FF01438B0AA24F5C3E96350
AZ9EBBEGF7C25'

4

m »

Figure 4-4 Failed VIP

If the hash value of any packet is same as the value in the digest table, then the VIP
download is successful as shown in Figure 4-5 and Figure 4-6.

20:57:36: INFO: {percentfiles transferred 96.96%}

96.96

20:57:36: INFO: In handleProgram('userdata_31.img")

20:57:36: INFO: Looking for file 'userdata_31.img'

20:57.36: INFQ: ===================S============s====s===s===s=s=========

20:57:36: INFO: {=program= FILE: 'C:\Projects\8937\Images\MSMa937 LA 1.0-00264 05-FLAT-0303\userdata_31.img' **Using VIP**}
20:57:36: INFO: {<program> (8.00 KB) 16 sectors needed atlocation 14156816 on LUN 0}

20:57.36: INFQ: =========================================s=============

20:57:36: INFO: TARGET SAID: 'start 14156816, num 16

20:57:36: INFO: FILE ACCESS SLOW! 8.00 KB in 0.015 seconds ( 533.33 KBps) — Overall to target 0.010 seconds (800.00 KBps)
20:57:36: INFO: {percent files transferred 96.96%}
96.96

20:57:36: INFO: TARGET SAID: 'Finished sector address 14156832

20:57:36: INFO:

W5 INF—,— — — — — — — — — — — — — —
20:57:36: INFO: = {SUCCESS}
20:57:36: INFO:

HTML window | TPL3 Tabs | Debug | Log | Error | Temp | CallBack |

Figure 4-5 Downloading VIP
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@ v @ StartUp
QSaharaServer_DownloadAm 20:57:44: INFO: - _ (done)
FHLoader_Initialize 20:57:44: INFO: ||
FHLoader_Configuration 205744 INFO: _ [ _
FHLoader_EnableVIP 205744 INFO: [ )\ 'V 20
FHLoader_DownloadFlatBuild 20:57:44: INFO: | (|| ([ [[] —f

20:57:44: INFO: \___\__J||_\__|
20:57-44: INFQ: {All Finished Successfully}

20:57:44: INFO: Overall to target 215.796 seconds (13.11 MBps)
20:57:44: INFO: {percentfiles transferred 100.00%}
100.00

Writing log to 'C:\Qualcomm\QSPR\TraceLogs\SWDL\COMPORT_25
\port_trace bd', might take a minute

Logis 'C\Qualcomm\Q3PR\TraceLogs\SWDLI\COMPORT_25
\port_trace.bd'

m | ’

| HTML window | TPL3 Tabs | Debug | Log | Error | Temp | CaliBack

Figure 4-6 Successful VIP download
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5 Throughput

Use the following table as reference for the VIP download.

Table 5-1 VIP download throughput

CPU Intel(R) Core(TM) i5-2540M CPU @ 2.60 GHz
RAM DDR2 4.0 GB
(O] Windows 7 Enterprise SP1 64 bit
Image size 2.76 GB
Download Time (VIP) 318 seconds
Download Time (No-VIP) 155 seconds
Throughput (VIP) 8.89 Mbps
Throughput (No-VIP) 18.20 Mbps
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A References

A.1 Related documents

Title Number
Qualcomm Technologies, Inc.
Firehose Protocol V2.0 Definition Document 80-NG319-1
Qualcomm Firehose Loader User Guide 80-P6549-1
Sectools: Seclmage Tool User Guid 80-NM248-1
Sectools: FuseBlower User Guide 80-NM248-3

A.2 Acronyms and terms

Acronym or term Definition
EDL Emergency download
PBL Primary boot loader
QPST Qualcomm product suppot tool
SBL Secondary boot loader
VIP Validated image programming
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